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1. Ratification and Review

This policy has been ratified for implementation by the Board of Trustees. It will be
reviewed every 3 years or sooner to ensure that it continues to comply with Women’s Aid
Luton’s (WAL) legal and other obligations and meets the needs of The Organisation.

2. Introduction
WAL is committed to providing safe, person-centred and trauma-informed services for
women and children who are experiencing or fleeing domestic abuse. Many individuals we
support are at risk of serious harm, fleeing abuse, or living in fear of perpetrators.
Confidentiality is therefore essential to safety, trust, empowerment, and the ethical delivery
of our services.

This policy applies to:

e All WAL staff (permanent, temporary, and sessional)
e Volunteers and student placements
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Trustees

Contractors, consultants, and partner agencies visiting WAL premises

All services, including refuge, outreach, community programmes, children and young
people’s services, training, advocacy, specialist programmes, and the WAL helpline

This policy sets out the approach of WAL to maintaining confidentiality and accessing
information in respect of staff members and clients.

3.

4.

Related Policies and Documents

Safeguarding Policy

Data Protection Policy and Handbook
Code of Conduct Policy

Lone Working Policy

Employee Handbook

Equality, Diversity & Inclusion Policy
Case Management Policy

WAL Record Retention Schedule

Policy Statement

WAL is committed to maintaining the highest standards of confidentiality in all areas of its
work. We recognise that confidentiality is a fundamental right and a cornerstone of safety
for women and children experiencing domestic abuse.

WAL will ensure that:

1.

2.

3.

Personal information collected is necessary, proportionate, and lawful.

Service users understand what information we collect, why it is collected, how it is
stored, and in what circumstances it may be shared.

Staff, volunteers, and trustees understand their responsibilities and receive
appropriate training.

Confidentiality is respected unless overridden by safeguarding concerns, legal
obligations, or risk to life.

Information is stored securely, shared appropriately, and retained only as long as
necessary.

WAL complies with relevant legislation, including:

UK General Data Protection Regulation (UK GDPR)

Data Protection Act 2018

Human Rights Act 1998

Children Acts 1989 & 2004

Care Act 2014

Crime and Disorder Act 1998

Common Law Duty of Confidentiality

Freedom of Information Act 2000 (noting WAL, as a charity, is not subject to FOI
requests)
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5. Principles of Confidentiality
The following principles guide all work within WAL:

5.1 Safety First
Confidentiality directly impacts the safety of women, children, and staff. Information will
be handled in a way that protects individuals from harm.

5.2 Transparency

Clients will be informed clearly and accessibly about:
a) What information is collected

b) Why it is collected

c) How it will be used

d) Who it may be shared with

e) Their right to withdraw consent

5.3 Consent
Where possible and appropriate, WAL will seek informed, written consent before sharing
personal information. (appendix 1)

5.4 Minimum Necessary Information
Only information that is strictly necessary to achieve a legitimate purpose will be shared
internally or externally.

5.5 Need-to-Know Basis
Information is only shared with staff or volunteers who require it to fulfil their role.

5.6 Children’s Rights
The safety and welfare of children and young people take precedence over
confidentiality.

5.7 Professional Boundaries
Staff must not discuss any client information informally or outside appropriate
professional contexts.

6. Scope of Confidentiality
This policy applies to all forms of information, including:

Written notes, assessments, risk assessments, safety plans, case notes
Digital records on case management systems

Emails, messages, and digital communication

Verbal disclosures (in meetings, calls, supervision)

Photographs, CCTV footage, and audio recordings

Personal information relating to current and former service users

Staff and volunteer information

Refuge addresses and accommodation details
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7. Information Collection and Recording

7.1 Collection

Information will be collected only when:

e Necessary for providing support or safeguarding

e Required for monitoring, reporting, or commissioning obligations
e Legally mandated

7.2 Recording

Records must be:

e Factual, accurate, unbiased, and timely

e Clear and written professionally

e Free from unnecessary personal opinions

e Completed using WAL’s approved systems and templates
Abbreviations should be avoided unless standardised across WAL.

7.3 Children’s Information
Information about dependent children will only be collected when necessary for
assessment, safeguarding, or support planning.

8. Storing Information
WAL will ensure that all information is stored securely.

8.1 Digital Records

e Protected by passwords, access controls, and encryption
e Access limited to appropriate staff roles

e Stored on secure WAL-approved systems

8.2 Paper Records

e Stored in locked cabinets

e Not removed from WAL premises unless absolutely necessary
e Transported securely

8.3 Retention & Disposal
Records will be held according to WAL’s Record Retention Schedule and securely
destroyed when no longer required.

9. Information Sharing

9.1 Sharing with Consent

WAL seeks informed consent wherever possible. (Appendix 1)
Clients will be told:

e What information is being shared

e Why sharing is needed

e With whom it will be shared

e Potential consequences of refusing consent
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Consent may be withdrawn at any time.

9.2 Sharing Without Consent

Information may be shared without consent when:
There is a safeguarding concern (child or adult)

A person is at imminent risk of serious harm or death
There is a vital interest (life-saving)

Required by law or court order

Necessary to prevent or detect serious crime

In relation to safeguarding, information sharing without consent is permitted under
key legislation, including the Children Act 1989 and 2004, the Care Act 2014, and the
Data Protection Act 2018/UK GDPR, which together provide the legal basis for sharing
information to protect children, adults, and individuals at risk of significant harm.

Where safe and appropriate, clients will be informed as soon as possible.

9.3 MARAC and Multi-Agency Working
e WAL may share information at MARAC without consent if a client is at high risk.

10.1 Confidentiality in Refuge Accommodation

WAL’s refuge addresses are strictly confidential.

Staff must not disclose refuge locations to anyone except authorised professionals.
All contractors or visitors must sign a Confidentiality Agreement. (Appendix 2)

No information about current or former residents will be released without explicit
consent unless overriding safeguarding duties apply.

10.2 Helpline Confidentiality

e Personal details are only collected when necessary for support or referral.

e WAL will not return calls, emails, online messages or texts unless the caller confirms
it is safe.

e Conversations will not be discussed outside professional contexts.

e Information will not be shared except in safeguarding or emergency situations

e All information shared with Helpline will be treated in confidence and handled in line
with UK data protection legislation. Identities and the details of disclosures will not
be shared without informed consent unless there is a lawful basis to do so.
Confidentiality may be breached where there is a safeguarding concern. In such
circumstances, the organisation has a duty to share relevant information with
appropriate agencies. Helpline workers will, wherever possible, explain the limits of
confidentiality and seek to inform the caller before sharing information. Any records
created will be accurate, proportionate, stored securely, and accessed only by
authorised personnel in line with organisational policy and legal requirements.
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1.1  Confidentiality Procedures for Service Delivery Staff

The following procedures apply to all staff and volunteers providing services on behalf of
WAL, including Helpline Advisores, Refuge Support Officers, Children and Young People
Officers, Resettlement Officers, outreach workers and any other client-facing roles.

Staff and volunteers must explain the limits of confidentiality at the earliest appropriate
opportunity and follow WAL's procedures regarding information sharing, safeguarding and
data protection.

Where concerns arise regarding confidentiality, information sharing, safeguarding or data
protection, advice should be sought from a manager, designated safeguarding lead or on-
call manager before sharing information wherever practicable.

Any decision to share information without consent must be recorded, together with the
rationale and legal basis for the decision

11.2 Third-Party Contacts

Information about a service user will not be disclosed to family members, partners, friends,
employers, alleged perpetrators, professionals or other third parties without appropriate
consent or another lawful basis for sharing.

Where a third party contacts the helpline seeking information about a service user, staff
must not confirm or deny whether the individual has accessed WAL services unless there is
a lawful basis to do so.

11.3 Messages Left by Service Users

Service users may leave voicemails, emails, text messages or online enquiries.
WAL will only respond where it is safe and appropriate to do so and in accordance with the
individual's stated contact preferences.

Where a message does not contain sufficient information to establish safe contact, staff
will assess the risks before making contact and record their decision. Messages containing
safeguarding concerns or indications of immediate risk will be managed in accordance with
WAL safeguarding procedures.

12 Staff, Volunteers, and Trustees

WAL will:
e Treat personnel issues confidentially
e Store HR records securely
e Only share staff information when required by law or explicit consent

Staff must:
e Maintain confidentiality during and after employment
e Protect work devices and data
e Not remove or share confidential information without authorisation
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12.1 Home Working and Remote Delivery

Staff and volunteers delivering services remotely, including helpline workers, must ensure
confidentiality is maintained to the same standard as office-based workers.

Home workers must:

e Work in a private environment where conversations cannot be overheard.

e Use WAL-approved devices, systems and communication platforms.

e Prevent family members, visitors or other third parties from accessing confidential
information.

e Use headphones where appropriate to reduce the risk of information being
overheard.

e Lock screens and securely store any physical records when not in use.

The confidentiality requirements contained within this policy apply equally to office-based,
outreach, refuge and home-working arrangements.

12.2 Helpline Worker Personal Information

Staff and volunteers must not disclose personal contact details, home addresses, social
media accounts, personal email addresses or other identifying information to service users.
Any sharing of personal information outside normal professional boundaries must be
approved by a manager and clearly recorded.

13 Access to Information (Subject Access Requests)

Clients and staff have the right to request access to personal information held about them.
WAL will:

e Verify identity before disclosure

e Respond within legal timeframes

e Redact third-party information

e Explain decisions if information cannot be released

14 Use of Information for Training, Research & Publicity

Information may only be used if:
e The client gives explicit written consent
o Identifying details are removed or anonymised, identifying photographs are never
used
e The purpose is clearly explained
e Consent can be withdrawn at any time

15 Breaches of Confidentiality

Breaches include:
e Sharing information outside policy
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e Losing or mishandling personal data
e Unauthorised access to records

Responses may include:
e Investigation
e Additional training or supervision
e Disciplinary action, up to dismissal
e Reporting to the ICO where required

16 Responsibilities

WAL will:

e Provide induction and regular refresher training on confidentiality, data protection,
information sharing and safeguarding, including service-specific confidentiality
requirements, to all staff, volunteers and home workers.

e Ensure systems support safe data handling

e Monitor compliance and address breaches

Staff and volunteers must:
e Follow this policy at all times
e Only access information necessary for their role
e Report concerns or breaches immediately

17 Complaints & Concerns

e Clients may raise concerns through WAL’s Complaints Policy
e Staff and volunteers may use the Grievance Procedure
e Issues will be investigated promptly and transparently

16. Monitoring & Review
This policy will be reviewed every three years, or sooner if:
e Legislation changes
e Commissioning requirements change
e Learning from incidents or audits identifies improvements

Record of Reviews and Amendments Made:

Datt_a of Changes made: Updated/writt Issue number
Review: en by
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Appendix 1
Client Consent Form

Consent Rule Response Answered Review

Consent to contact by Phone €@ w

Additional comments or notes

Consent for this rule is required

Consent to share information where there is a w
safeguarding concern €@

Additional comments or notes

Consent for this rule is required

Consent for client information to be stored kv

Additional comments or notes

Consent for this rule is required

Consent for information relating to perpetrator to be w
stored

Additional comments or notes

Consent for this rule is required

Consent to use data anonymised for research or w
reporting €

Additional comments or notes
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Consent to Contact by Email @ | V| | | | |

Additional comments or notes

Consent for this rule is required

Consent to Contact by Post @ | "| | | | |

Additional comments or notes

Consent for this rule is required
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Appendix 2

Confidentiality Contract

Confidentiality Contract

As a visitor to the premises of Women’s Aid Luton you may have access to sensitive
information concerning the refuge location, management committee staff and residents.
Information will be provided on a ‘need to know’ basis only.
In order to safeguard staff, residents and long term-viability of the refuge, the location of
the refuge must not be disclosed to any person, whether in a personal or professional
capacity., unless a worker gives her express permission to do so. The only general location
of the refuges location which may be provided is that it is situated in Luton.
Please when writing or talking about our refuge never identify the address as Women’s Aid
Luton or refuge. Neither should it be a matter of permanent record, either on manual files
or on the computer to identify the address as a Women’s Aid refuge.
An ongoing agreement and ability to honor the terms of this contract will be a requirement
of your continued liaison with women’s aid Luton.

Acceptance of the terms of the Confidentiality Contract
| have read and understood the above information. As a visitor to Luton Women’s Aid, |

Agree to respect the confidentiality of the refuge whilst involved with the project and in the
future.
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Please copy this form and keep for your own records, before returning the original to
Women’s Aid Luton. 32-42 Duke Street, Luton, LU2 OHH
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